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ABSTRACT

Managing fast-growing personal web information is a time-congyramd laborious task that
affects people's daily life. A framework is highly desitedallow people to collect and fuse
personal information without dealing with complex emerging techndodie this paper, we
present our e-service based Information Fusion framework for end-Uikersramework enables
end users to collect scattered information from diverse autonosmuses, and transparently
create a repeatable process by which newer instances sdrtieinformation can be obtained in
the future. By exploiting this framework, users do not need to reépeamanual information-
gathering task over and over again. We present our framework @vidgpsome implementation
details.

KEY WORDS
Web services, Information Fusion, Personal Information Systems.

Introduction

With the fast pace by which we live today and with the infdiom society we are becoming,
people have more and more personal information on the web concenany aspects of their
lives. This includes on-line brokering accounts, bank accounts,radd cards, frequent flyer
programs, to mention just a few. People often spend substantial aaidime gathering and
managing such information, every time this informatiorsemmary of it is needed. Usually,
such information is scattered across different business sitesx&mple, many people have three
or four bank accounts, more than one credit card, and sevena &idguent flyer accounts. For
regular online services, an end user needs to go to each individhadite to authenticate and
manually fill in the necessary details to invoke a servimbget the information (i.e. balance of a
checking account). This is a time consuming process that wiljesated every time the end-user
seeks a more up-to-date version of the information.

An alternative way to access information from different sesiris using the emerging e-service
technology. An e-service is viewed as "any service or fonality that can be accessed by a
business or a consumer programmatically on the Internet, usingasd representation and
protocols" [1]. It can greatly improve the efficiency of invokiagd integrating services. On the
other hand, it involves fairly professional and complicated processes fosersd requiring them
to have significant knowledge of e-service related sjpatibns. Even for e-service specialists, it
is their responsibility to modify the service requests epoadingly if a particular service
interface is changed later on, or to deal with status querstlglifer checking back the execution
status of a long-running service. Regardless of its efficietingy plain e-service framework is
clearly a complex and inconvenient way of invoking services and gatherimgnation.

The major goal of our E-service Based User-Level Infamatusion framework is to tame this
complexity and simplify the use model of the emerging e-service stargtatiat services can be
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used transparently by non-expert-users. This can be done througheavink that involves a
methodology at the e-service provider side, and a carefullgroesi user-friendly interface that
facilitates the access and integration of information on the Injetie end-user side.

Motivating Scenario

Let's meet a software engineer here, Kin lee, who has tiaek accounts in three different
online banks: Bank One, Bank of America and Hong Kong Bank. Evagyhie checks his three
accounts' balances, Kin spends a good deal of time on going intindadtiual bank's website
and filling multiple forms to finally get the bank balancegy. 1.1 depicts this balance-querying
scenario.

Before he can receive the balance at Hong Kong Bank, Kin needs to makeatiiotes-with the
web site to input his context such as account and passwordigtitarly, m interactions are
needed at American Bank, and k interactions at Bank One. Heimceeed to do a total ¢h +

m + K) interactions in order to retrieve all three balances anthficalculating net worth by him.
Apparently, he has to repeat tfre + m + k) interactions every time he wants to check the
balances. Not to mention that he needs to memorize and put ¢bent and passwords
information somewhere safe. This process could turn into anméghtand a waste of time for
future web users. This can only exacerbate the more web ogeto the electronic statement
option of the various businesses.

We know e-services can be invoked in a standard messaging thtamudternet, facilitating
different businesses to build their applications on differesitesys and technologies they prefer.
Thus Hong Kong Bank, for instance, may implements the "balancateeas an e-service and
publishes it in a public e-service repository allowing more piatiensers (both businesses and
individuals) to use the service easily. The process that Kin will folldwe ifvants to exploit the e-
service version of "balance" service is as follows: k& heeds to refer to a public e-service
repository to find the Hong Kong Bank's e-balance service descripgpthen he generates the
appropriate request message containing his context, and tigihywokes the e-service to get the
balance result. All exchanged messages should be based on swaedstaessage format. And
if the service interface is changed later on, Kin will @eterror message when he tries to invoke
the service again. Thus he must retrieve the service'sdaseviption file to change the service
request accordingly. Obviously, this process is more suitableukinesses since they can invest
much on implementing the corresponding software framework, whereagot necessary and
practical for Kin to master the e-service related rging technologies. A user-level e-service
interface would be very beneficial here.

Fig. 1.2 depicts our framework. It shows a more efficient @®¢te query three different banks
for three different balances from an "Information Integratimatule without manually inputting
any data by Kin. This process involv@s+ m + k) inter-actions only the first time Kin queries
the three banks. During these interactions, Kin transparentlyedledively extracts the user-
service-based information gathering process such as the eesstandard request message. In
the future, Kin will not visit each bank's web site and refigatsame interaction steps. Instead,
Kin will use the information integration module to directly obténe data he needs. In essence,
the Information fusion framework creates a new meaning ofugcser "informational e-service",
which encapsulates particular user-service-based information in avieesevocation compared
to regular e-services concept. As a result, Kin doesn't evexh toesearch for the "balance” e-
service description file in a public e-services repositorgxgloit the e-service. The information
integration module handles all communication with the service ¢wo@nd prompts Kin to input
additional data only if necessary. This approach does not owdy tsae, but also hides any
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changes made to the e-balance e-service interface, from Ritthermore this framework
provides a facility that can automatically evaluate all the elohde e-services binders at one time
for users, reducing a lot of user intervention activities.
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Fig.1.1. Kin needs to don(+ m + K interactions to Fig.1.2.Kin made 6 + m + K) interactions to retrieve
retrieve snapshots of balances from 3 different shapshots of balances from 3 different bank acsount
accounts every time. Kin did this once, and in doing so, he extractes th

process i.e. the e-service standard request megsage
an “Information Integration” module. (Dashed lines
show the direct way for Kin to subsequently invoke
the e-balance service).

In effect, what Kin has accomplished is a user-level fusiomfofmation from heterogeneous

sources. Such a problem has been a daunting task in thel'pday, with emerging e-service

technologies such as XML, SOAP and WSDL, user-level iategr is becoming possible.

Creating an information fusion engine that integrates the usmttered personal data, and
transparently exploits e-services without requiring users to know or hiediechnology and the

implementation details, is the motivation of our E-service InformatioioRigamework.

In the following subsections, we describe our e-service biageework that realizes the above
pleasant vision. But before we get into the details of caméwork, we first introduce some
related web service technologies we the describes the gateaalf the framework. We proceed
by discussing in details the design and implementation of the framesgegectively. Finally we
show the use of the framewaork by a scenario analysis. Theetdgtrsdiscusses conclusions and
future work.

Related Web Service Technologies

The basic challenges are still focused on Web services mgdaiteroperability, mathematical
foundations for supporting federated Web services discovery, dyWdelicservices composition,
Web services monitoring, management, Web services securitgcyprand Web services
semantic computing.
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SOAP

Simple Object Access Protocol (SOAP) is a high-lelightweight protocol specification. It
defines consistent message exchanging for structured and tyipeatdtion in a decentralized
and distributed environment [2]. It receives important support fratastry giants Microsoft,
IBM and SUN to small companies, and has become a widely adogt&shging technology for
web services.

Similar to the way a web browser could open any web page asddhg anvironment can parse
html, SOAP can invoke remote services regardless ofettverss particular platform if an XML
parser is provided at both servers and users ends. This degiabbem-neutrality feature is
achieved by two facts: SOAP is an XML-based protocol, and it gahwith multiple Internet
protocols. This appealing feature has been the driving force behind theviglsipdeent of SOAP
as an alternative way to those existing RPC-based techniques.

WSDL

Web Services Description Language (WSDL)[3], an XML basadguage, specifies a
mechanism to describe web services in consistent ways. Mibtpsoft and Ariba deliver
important support for WSDL development, and W3C is responsible fer WSDL
standardization. Before businesses and programmers want tot élRpl parties' applications,
they need to know some essential information such as the locétibind parties' services, what
information needed to invoke the service and the underlyingpimainsnd message protocols etc.
WSDL was introduced to meet this expectation by describing reggaeshnical information for
invoking a remote service and can greatly reduce the ititanacverhead between systems.
WSDL achieves reusable message and protocol definitionspayasieg abstract definition of
endpoints and message with concrete protocol and data format specification.

UDDI

The Universal Description, Discovery and Integration (UDEpgcification provides logically
central but physically distributed databases, enabling any busihasg-where to quickly, easily
and dynamically find and integrate partners' services [i% & cross-industry effort driven by
platform developers, software developers and businesses [4]. thlme280 companies have
become strong backers for UDDI specification.

It's a time-consuming and non-trivial process for businessisd@otential partners before the
existence of UDDI. Different companies implemented their agjtins using diverse
programming languages on various platforms, leading to an incongpatblices world. All
kinds of marketplace, directory providers and business takergdint ways to establish
connectivity with partners. Invoking remote servicesiuired to agree to protocols offline and
depend on manual documentations [5]. As a result, businesses aed limiexploit those
compatible web services of the known partn&®DI was introduced to provide a next-
layer-up to XML and SOAP, which are not enough to form a full endxtbselution for
e-business [6].

EBXML

EbXML stands for electronic business Extensible Markup Languageasd initiated by
OASIS (Organization for the Advancement of Structured Informati@mdsirds) and
UN/CEFACT (United Nations Center for Trade Facilitation and Electrongirigss).

By defining standard business process and messaging, ebXML aclyeasinter-
operability in heterogonous systems. "The vision of ebXML is to enablglobal
electronic marketplace where enterprises of any size amy igengraphical location can
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meet and conduct business with each other through the exchange ofbhaddd

messages."([8]) The easy-installed nature of ebXML makg®gsible for small and
medium companies to join in the e-business world. EbXML also meetsothpatible

requirement by keeping XML good features of interoperability anth@tsame time
providing a framework in which extensively existing EDI (Elenic Data Inter-change)-
based applications can also fit.

E-Service Based User-Level Information Fusion
Framework

Our E-Service Based User-Level Information Fusion Frameworks amproviding
Information Integration at the end-user level, hiding all data ipps&rvice
implementations, and emerging standards from the users. A pratymversion of our
frame-work was introduced in [9]. The basic functionalities implaew by the
Information Fusion framework can be summarized as follows:
Capture the context of a particular user-service-based intera@uch context
includes a service standard request message (SOAP messale wiach
contains a user's context and complies with the corresponding senadace
definition, and a service URL from which the above request messagbeca
captured and the e-service can be invoked later on.
Provide an "e-service binder" which visually represents the ndartinational e-
services" and can be used by users through a tool to invoke allparéeservice
directly.
Provide a methodology for Information Fusion framework clients ardice
providers to follow. Such methodology will allow our framework to achiin-
formation integration across heterogeneous and autonomous sources.
Hide from users changes made to the e-service interface over time.
Provides a facility to automatically evaluate all the embedesehdces binders
at one time for users
Provides simple manipulating functions on returned results, i.e. cahgulat
summary of balance

E-Service Based User-Level Information Fusion Design

Fig. 3.1 depicts a process of how a user will exploit the Ei&= Based User-Level Information
Fusion framework. We present the process through the steps that takdyiag three phases.

Phase I: Using our methodology, the business provider creates e-seavidgsublishes them in
an e-service repository. The business provider also links infiarmahat is dynamically
generated (e.g. the service SOAP request including the particsér's context) to the e-service
that computes this information. Our methodology is simple. Itscédkr structuring the
applications behind certain information as e-services. It a#ls for using a unique HTML
representation to convey the fact that a piece of informatiom dynamic web page has an
underlying e-service implementation that is externalized tetloeuser. Using our methodology,
a business provider can decide on what information it wishes to externali
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Phase II: A user accesses an online service for the first time, wsitapl that follows our e-
service framework. Such a tool is a standard browser connectetbtdlder tool" that enables
the user to "cut and paste" visual representation of the fiattonal e-services" that implement
certain information. What the user sees during this browsisgise is the data he needs
"shadowed" by visual indicators that information has externaéizegtvices available. A piece of
information and the corresponding visual indicator will be unambiguously rédatdee way they
are laid out next to each other.
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Fig.3.1.The use of E-service Based User-Level Information Fusion Framewaiéd-(ie
represents the process for invoking legacy services; Dash-linseafsé¢he e-service invocation
process through e-service Information Fusion framework; the green bosenggrée-service
binder"; whereas the plus represents simple manipulating functions).

The web server at a provider web site receives a usePH&duests and extracts data from it
(step 1). According to the invoked service name, a servigesitery will be searched to find the
requested service (step 2). Since the service is implemesteglservice, at the point, the
appropriate SOAP request is created for the use in ébda&g-facilitating sending it back to the
user when he cuts and pastes "e-service binder" to "buddErlater on. The SOAP request is
compatible with the corresponding e-service interface syntamtaining any authentication
information and other parameters supplied by the user. Thedepate is finally invoked with
the appropriate parameters, involving interactions with datakstep 3). Along with the e-
service results, part of the users' information (we ndnisectitical context), the e-service URI,
service name and provider name, all of which compose of a contpmaread "e-service binder",
will be presented back to the user's browser (step 4). TherVee binder" is the visual cue that
alerts the user that the "means" to obtaining this infoomadigain in the future can be cut and
paste, and saved in the "builder tool" (we call this todhfmrmation Integration Module) (step
5). The user can decide to cut and paste, and save, or may tigeaert. Through the use of
visual cut and paste operations, the corresponding e-servic® $€ylest message is being
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captured from the service side and saved along with eesediRL in context repository at the
user end, accomplishing the "informational e-services" creatidheausers side. Getting a
complete SOAP request message from service implementider than generating the SOAP
request at the user end is a good choice for making servicenmaptations transparent from
users.

Phase Ill. When a user wants to invoke the same service again, thenlgareedd to click the
saved "e-service binder", and the binder will retrieve threesponding e-service SOAP request
message and service URL in context repository and communigidiehe correct web server
(step 6). The web server interacts with the BizBuilder fraraek (explained later on), to find the
appropriate local service for the requested e-service {3tephe corresponding service in the
service repository is executed (step 8 and step 3), and theisesent back to the user (step 9).
Finally, the user can invoke multiple e-services. For instahtiee user "builds" a global bank
statement by copying and pasting multiple e-services, provideady different banks, in phase
II, the result would be a personal information integration recorth wiultiple e-service
references (and of course a set of hidden contexts) with somekotte of personal data. The
Information Fusion framework provides a facility to automaiffcavaluate all the embedded e-
services binders at one time, reducing lots of users' imtoweactivities. Users can also define
some predefined manipulating functions to apply them for same categorizesl result

Information Integration Module

The Information Integration module sitting at the users end & @mponent in the
information fusion architecture. Fig. 3.2 shows the sub-components of thren&iion

Integration module. In a neat WYSIWYG interface, users "cut ane'ptdst "e-service
binder" to an Information Integration builder to create a record vetbrence to e-
services using the "e-service binders" (step 1). The correspoSdd® request and
service URL is also "pasted” into a context Repository (stepy2}his mechanism, the
"e-service binder" becomes a visual representation of so-calfedtational e-services".

| WYSIWYG Builder |
1y

| E-service Binder Presentation|2—>| Context Repcitory |
: 3 y

— —> E-service Invoation |
4 4y

> Simple Manipulation Functions |

Fig.3.2 the components of Information Integration module

By just clicking the "e-service binder", a standard SOAP r&tguehich contains the
user's information, is retrieved from the context repository diedl tivith the services
URL. This is sent to the appropriate web server to invoke theveséstep 3). After the
user gets the service results, the user can further perfmrdefined simple functions
based on the results (step 4), such as calculating balance sunilma module provides
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simple steps to create their e-services binders' presentatiomxtc@apository, and
invoke e-services directly to complete the defined functions.

BizBuilder Framework

The BizBuilder framework [1], currently implemented in Java,litatés the invocation

of e-services at a service provider side. This framework can kdagacy services (Java
services particularly) to e-services and facilitate thewocation. Figure 3.3 briefly

describes the partial components of the BizBuilder Framework. éeded the original

BizBuilder with the new achievements of our Information Fusion framework.

We quickly describe how BizBuilder works here. For more det#lile reader may

consult[1]. Refer to Figure 3.3, after the servlet-based web seseeives a SOAP

request (step 0), Servicelnvocation refers to an "XML-SOAP pamsgarse the SOAP

request (step 1), and performs "e-service mapping" (step 2) to findothesponding

service for the requested e-service (step 3). Then the esaluject instance is created
and executed (step 4). The results along with an "e-service biaaedynamically and

unambiguously presented to the requesting web browser (step 5).

Since we take into consideration three situations of "informatioeahaces" invocation
in Information Fusion framework, including synchronized services invocatsemgices
interfaces changes and long running services invocations, we neegtetod the
Servicelnvocation Module to adapt these situations. If the e-sdmvislees immediately,
the Servicelnvocation sends back the final results directly. OerBervicelnvocation
returns a whole list of missing or wrong-type parameters fqradicular service,
indicating this is a special response expecting users to inpet peesonal information.
For long-running e-service invocation, Servicelnvocation returns a WarkBOAP
guery message to users, facilitating users to check the esestatus later on without
knowing the interface of the extra workflow query e-service to users.
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Fig.3.3 Partial components in the BizBuilder framework
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Architecture of Jeks-Based Information Integration

Jeks [10] is an extendable spreadsheet-like tool using Java Safiig, providing rich
mathematical functions facilities. This spreadsheet-like mteris a nice workspace for
our Information Fusion framework since we can perform simple po&ting functions,
especially aggregates. Furthermore each individual cell isatigtar good placeholder
for an independent "e-service binder." Figure 4.1(a) illustratesuntigtecture of Jeks-
based Information Integration. There are two sub-adapters in thenhtfon Fusion
Adapter: InfoPaste and Informational E-service Invocation. Thegraot with Jeks
framework, users' context repository and services servers to accothplishurposes.

( 2T 3 )
Invocation Trarsfer
Adapter 4

1

Info E-service

Paste
Adapter

A
1 2 3 4 InfoPast

v \ InfoPaste /
[ Jek: Framework ] Context Repository

() (b)

Fig.4.1 (a) The architecture of Jeks-based Information Integration modul€eThg)
InfoPaste Adaptor.

InfoPaste Adapter

The InfoPaste adapter is responsible for transferring aceetontext from the e-service server to
the user's building tool. We borrow from the HTTP protocol and redefinariant protocol
format for the particular "e-service binder" component. This can béispexs follows:

http://serivceURL#providername#servicename#information

A ServiceURL is the web address of a servlet-based ezsevi"Providername” is the name of a
particular service provider like "Hong Kong Bank". "Informati@ontains minimum critical user
information such as account, which can be used for the setiger as index to search for the
corresponding user-service SOAP request message in database.

Users can get the above important information by "copy and pdwse"etservice binder"
component from web browser to the Jeks tool, utilizing the aegabpy shortcut” functions for
the HTTP protocol and employing the special InfoPaste Adapterdiffieeence between special
InfoPaste and regular paste function in the Information Integratiodule lies in that InfoPaste
can transfer the corresponding user-service-based contextheoservice side to the user side
when it appears to do the same visual pasting as regular paste function.
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Fig. 4.1(b) shows two sub-modules in the InfoPaste adapter architéstibes users "copy and
paste" the "e-service binder" component from the presented wgb tpathe Jeks tool, the
InfoPaste sub-module is invoked (Fig.4.1 (a) step 1); it patiserserviceURL", "servicename"
and "information" data out and passes them on to the Transfer sub-module (Bigsteb ().

The Transfer module communicates with services servergdgoest transferring the exact
service SOAP request message (Fig.4.1 (b) step 2). Afteiving the HTTP SOAP request, the
servlet-based service server extracts critical infdonahcluding the invoked service name like
"balance”, and user-unique context like ac-count. Then it indexes thigsndatabase to find the
SOAP request message in per user-service base and serkitib biae user (Fig. 4.1(b) step 3).
Transfer module extracts the exact SOAP request messagehieoserver response and save it
along with the "serviceURL" to Context repository (Fig. 4.1(®ps4). The row and column
value of a cell will make the connection between an "e-serbinder” in the cell and the
corresponding user-service-based SOAP request in context ogpoBihally, InfoPaste module
presents the "e-service binder" with service provider's rintoghe cell that the user chooses to
save the binder into (Fig. 4.1(a) step 2). The user can "comy™lafoPaste" multiple "service
binder" from diverse services server, and save them toeaaliing with other categorized
personal data and predefined manipulation functions, forming a pemstoratation integration
record (or information sheet).

E-Service Invocation Adapter

The E-Service Invocation Adapter is the major component thaingaishes the e-service
invocation process. Fig. 4.2 shows four sub-modules comprising thevigeSdnvocation
Adapter. These are EvaluateE-serivces, CheckE-Serivcetei@atpiest and ServiceStatus. Due
to space limitation, we only briefly describe these modules.

A A A

7 10 11
° / v v \

Update Request Service Status

9

2 _‘ Check E-Service l':

1

Evaluate E-Services

- /

Fig. 4.2 The Architecture of E-Service Invocation Adapter

Context
Repository

EvaluateE-Services module: Evaluates all embedded e-service binders in a given spreadshe
The user opens his information integration file (sheet) anglgirlicks the button for this
function (Fig. 4.1(a) step 3). This module will scan each cell, wtictains an e-service binder
one by one, invoking the CheckE-Serivce module for each e-service binder.

CheckE-Service Module When invoked by EvaluateE-Serivces module for evaluation of one e-

service binder in a cell (Fig. 4.2 step 1), CheckE-Serivce raoghitieves the corresponding
user-service-based SOAP request message and servicebfRla frontext repository indexed by

10
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the row and column values of the cell (Fig. 4.2 step 2). TheokEhS8ervice sends the HTTP
SOAP request to the service server to invoke the e-seawitget the results back (Fig. 4.2 step
3). E-service Invocation Adapter can redirect the flow obbadbased on the returned results. If
the e-service has been invoked without errors and the expeatétdgesturned i.e. the balance,
CheckE-Service can directly present the result back into th@-apli4.1(a) step 4).

One important achievement of the Information Fusion framewsogkaceful recover from errors
due to change to the e-service definition. If this is to ever hapipeinformation Fusion Adapter
tries to reuse as much context as possible before it uses theesewice definition to prompt the
user for input (according to the new definition). In this caseséneice will send back a SOAP
request message containing a list for all missing or wtgpg-parameters for the new e-service
interface. After the new context is constructed and senttioatie service server, the Information
Fusion recaptures the new SOAP request message generatedsayvice and up-dates the "e-
service binder".

UpdateRequest module Recaptures the new user-service-based SOAP requesiemoae-
service interface is changed over time. For example, HongKang Bt first implemented the
interface of "balance" e-service with two input parametgrsount and password; now they want
users to provide one more input: social security number to enhancéyse The UpdateRequest
module is invoked with all required additional data extraatechfa service response by CheckE-
Service module (Fig. 4.2 step 4), and the user is promptethtd additional data, achieving a
change-tolerant end-user interface.

After UpdateRequest collects the desired new informationeiges the new data along with old
but valid data from the context repository into a SOAP requebtsands it over to the service
server (Fig. 4.2 step 6). The e-service will regenerageatipropriate SOAP request message
according to the information sent by the user, and returns dk Ifgig. 4.2 step 7).
UpdateRequest stores the updated user-service SOAP reqtlestctintext repository (Fig. 4.2
step 8). Subsequent invocations of the e-service will retrieve thect&OAP request message.

ServiceStatus module ServiceStatus Module is responsible for checking long--rursengce
status for users. Based on BizBuilder framework, the stéiersking for long-running service is
going through the workflow adapter. In other words, the status-quesynachronized service is
viewed as workflow query in BizBuilder framework.

If the invoked e-service is long-time involving, CheckE-Balandé explicitly tell users it's a
long-running one and send back a workflow SOAP query message attisaen ServiceStatus
Module will temporally remember the workflow SOAP query mgssfar the e-service (Figure
4.2 step 9). When the user wants to check whether the e-serviceisiasdior not, ServiceStatus
retrieved the workflow SOAP query message and send iete-g8ervice server (Figure 4.2 step
10). The e-service will either return final results or Hane workflow SOAP query message
again back to the user according to whether the servicaripleted or still in process (Figure 4.2
step 11). If the service is still in process, the user rapgat the same status-checking process
later on until he finally gets the results. In a similar gedogic with service SOAP request
message, capturing the complete workflow SOAP query medsaigeservice implementers
rather than generating the message at users ends isk& asamuch as possible services
implementations transparent from users.

11
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Implementation

In this section, we present details of the implementation of our Information Fusion
framework.

SOAP Messaging, XML Parser and Servlet-based Server

Interoperability is a major contribution of e-services, and thesirdble feature is
achieved by using standard messaging. By non-property messagsegvices can be
flexibly invoked regardless of servers' particular platform. Bsttrs and services can be
guaranteed freedom to choose the technology they prefer, achievirgpdowservices
implementations and services invocation, and expanding potential markbts nmean
time.

Simple Object Access Protocol (SOAP) is an XML-based, trangpbependent and
platform-neutral protocol specification. Hence, both services ands useed to
extensively use XML parser to parse the SOAP message. Wheu€gacle XML parser
in the Information Fusion framework.

There are two servlets installed at services sites. Oesp®nsible for receiving requests
from and returning results to the services' web interfaces. Tiee istlistening to HTTP
remote requests that come from end users.

Two special E-services

For e-services providers who want to comply with the InformationoRusame-work,
they need to provide two mandatory e-services with consistent serintexface
definitions: a "transfer" e-service and a "updateRequest" ecseflihese can be viewed
as special e-services for our Information Fusion framework. They twabe registered
in a public e-services repository i.e. UDDI repository. Servigessiders can easily
search for the e-services definitions in the public e-servegassitory. Implementing and
exploiting these two mandatory e-services is one assumption of amework. For
simplicity, we define interfaces as simple as possible for these twialspeervices

Transfer E-Service

The transfer e-service is the service requesting to traagsarticular user-service-based
SOAP request message from services providers. The e-service isadefined as
"transfer”, and the interface has two parameters: theidirdte actual e-service name
with which users want to transfer the SOAP request, and the secarsikrs' critical
information. The combination of these two parameters is used aslenfor a service
server to search for the corresponding SOAP request in dataBase f@llowing
"BizBuilder Framework" section). Figure 5.1 shows an exampl&rahsfer® SOAP
request message.
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The above request message indicates that the Information Fusi@wivginin-tends to
invoke an e-service - "transfer" for a particular user, who agaggned account "12345"
and wants to capture the SOAP request for the e-service "balance".

<?xml version = '1.0'?>
<SOAP-ENV:Envelope xmIns:SOAP- ENV=
"http://schemas.xmlsoap.agfs8envelope/"
SOAP-ENV:encodingStyle
="http://schemas.xmlsaag/soap/encoding/">
<SOAP-ENV:Body>
<transfer>
<service>balance</sawic
<index>12345</index>
</ftransfer>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure 5.1. SOAP request message for the "transfer” e-service

UpdateRequest E-Service

The UpdateRequest e-service is for recapturing the updated SXQAEst in the situation
of a change of an e-service interface. The service namdinedia@s "updateRequest",
and the service interface has two parameters: one is the actaalice name that users
want to update the SOAP request, and the second is a hash tabieggmeng users' data
with old but valid ones. Figure 5.2 shows an example of "updateRequ@AP Bquest

message.

<?xml version = '1.0'?>
<SOAP-ENV:Envelope xmIns:SOAP-ENV=
"http://schemas.xmlsoap.arg{genvelope/"
SOAP-
ENV:encodingStyle="http://schemas.>@als.org/soap/encoding/">
<SOAP-ENV:Body>
<updateRequest>
<service>balance</service>
<paraHashtable>
<account>12345<(aou>
<password>123</passl>
</paraHashtable>
</updateRequest>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure 5.2 SOAP request message for the "updateRequest" e-service

This SOAP message requests to update SOAP request massageeivice "balance”,
by using a hash table that contains user's context: account "123g&RNopd "123". The
service server will regenerate the correct SOAP reagunessage according to the updated

users' context.
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BizBuilder Framework Implementation

We extended the original BizBuilder to make it workable with the aehievements of
Information Fusion framework. Here we will focus on descrikiimg ex-tended
implementation part, and the details of the BizBuilder framewogfdementation can be
consulted with [1]. Generating SOAP request and presentisgrigze binder”. When
users first time invoking online services, for example the "balaecservice, the service
generates the corresponding user-service-based SOAP redggese (5.3) and saves it
into a file named "balance_12345" if the user has an account "12345"lly,Fiha
service presents the result to a web browser along with the visual "e-d@ne€'.

Invoking an e-service When the user invokes an e-service by clicking the "e-service
binder”, the sevlet-based server receives a HTTP request holdingotnplete user-
service-based SOAP request. The XML parser will extracttmeplete SOAP request
out and parse it to get the invoked e-service name and all thegtaranmformation and
invoke the appropriate java objects.

<?xml version = '1.0'?>
<SOAP-ENV:Envelope xmIns:SOAP-ENV=
"http://schemas.xmlsoap.org/seapélope/"
SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/seeqiding/">
<SOAP-ENV:Body>
<balance>
<account>12345</acdoun
<password>123</passiwor
</balance>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure 5.3 SOAP request message for a "balance" e-service

Before invoking the local service, Servicelnvocation will perforrmatch between the
defined parameters in the service interface and input pagafm@in a user to make sure
the user provides a correct version of a SOAP request in tehmaservice interface has
changed. In addition, the match can reorder the input parameters t@lee them in a

consistent order with the one defined in the e-service interface.

If there is a parameter name defined in the e-semritegface but not in input parameters
list, it will be considered as a mismatch. The InvocateObject Mosidres all those
missing parameters in a string. In this step, we do not congidse extra input
parameters not defined in the e-service interface as misrdgpeln@meters any more. In
other word, we consider the old SOAP request still a valid one irsitiigtion. Only
when the old parameters are not sufficient (including the stuabf changes of
parameters type), a new SOAP request is generated by the servieeuseith

If there is any mismatch between two lists, the InvocateOlgenstructs a SOAP
message with a node name "mismatchedPara” and a list ofsalhghparameters, and
sends the complete SOAP message back. The service returns otilgsenissing
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parameters, trying to use existing but valid parameters ak amipossible. Figure 5.4
shows an example SOAP response indicating one mismatched password parameter.

<?xml version ='1.0'?>
<SOAP-ENV:Envelope xmins:
SOAP-ENV=http://schemas.xmlsoap.agjfg¢envelope/
SOAP-ENV:encodingStyle=
"http://schemas.xmisoag/soap/encoding/">
<SOAP-ENV:Body>
<mismatched1>password</mismatchedl
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure 5.4.Example SOAP message indicating mismatched situation

If these two parameter lists match exactly, it means thenace interface remains the
same as before. The service object instance is created andegkdf the service is a
synchronized one, results are returned back to the user immediately.

If the invoked e-service is a longterm service, the e-seggrerates a unique
transaction ID and inserts it as a parameter in a workflow FSQéery message. The
whole SOAP guery message with a node name "WFGetStatus" isasdntio the user in
the same mechanism as sending back a regular SOAP service requagentagsire 5.5
shows an example SOAP workflow query message with a unique id "T-1292318963".

<?xml version = '1.0'?>
<SOAP-ENV:Envelope xmIns:SOAP-ENV=
"http://schemas.xmlsoap.org/seapélope/"
SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/seramding/">
<SOAP-ENV:Body>
<WFGetStatus querytype="workflow">
<txnid>T-1292318963</txnid>
</WFGetStatus>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure 5.5 Example of a SOAP workflow query message

Transferring a user-service-based SOAP request. When thanicgerste the "e-service

binder" into a cell in the Jesk, the servlet-based server vadive a HTTP request

intended to invoke the special "transfer" e-service. The XMLepgrarses the request to
get the actual e-service name with which the user warttariefer a SOAP request, and
the user's critical information. These two parameters aretadedate the corresponding
files such as "blance_12345" in server's database. The "traps$ervice retrieves the
user-service-based SOAP request message from the approjeiatedfreturns it to the

user.

Updating a user-service-based service requesAfter a service server receives an
update service request, the XML parser parses the messagethe gettual e-service
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name with which the user wants to update the SOAP request, and #abkeskhat
contains the user's updated context. The service will regertbmtgser-service-based
SOAP request and send it back to the user.

Handling with workflow query message The status query of long-running service is
viewed as workflow query in BizBuilder framework. If it deteetsSOAP request is a
workflow query, thr Servicelnvocation Module extracts the assignetacsion id to
guery the status of the object execution. If the service invocatiofinngtsed, the server
sends back the final results directly. Otherwise, the seprassback the same SOAP
workflow query message to the user.

InfoPaste Adapter

The InfoPaste Adapter is the core component to capture a user-servides e
request message from an e-service server to the Information Irdedratider tool for
the first time.

Context Repository

File Name File Contents Description
filename_eservices.txt lists all the cells presengé-services binders
filename_cell_providerName_serviceName.txt lisvimexs providers names and services names

for cells presenting e-services binders
filename_cell_servletAddress.txt list servlet Aelels for cells presenting e-services
binders
filename_row_column_request.txt contains the com@®OAP request message and

the service URL for a particular e-service
presented in a cell
filename_row_column_query.txt contains the completekflow SOAP status
request message for a particular long-running
e-service presented in a cell

Table 5.1:Files in context recovery

Table 5.1 lists all the files in Context Repository, which are bisebhfoPaste Adapter.
"Filename" represents any name a user chooses to sawdiliidual information file. E-
services.ixt is a log file which records all the cells pnéimg e-services binders,
facilitating EvaluateE-Services Module to evaluate all thermétional e-services at one
time for users.

Row_column_ruegest.txt contains critical information in context repgsitoolds a
complete SOAP request message for a particular "informatieseivece” presented in a
cell with the corresponding row and column value. By transferringsamohg a whole
SOAP request message, users don't need to have any knowledgeammgervice
interface definition. Instead, they just "blindly" retrieve the wH@AP request message
as a regular string from the appropriate row_column_request.tbdrfdewrap it inside
SOAP body in a SOAP message.

Row_column_query.txt holds a complete workflow SOAP status requesageefor a
particular long-running e-service presented in a cell with threesponding row and
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column value. Similar with regular SOAP request service myesday transferring and
saving a complete workflow SOAP status request message,arsgssion't need to have
any knowledge about the interface definition of this extra @eserWhen a user uses the
framework for the first time, the adapter will create a mioéctory "fusion” under the
current executing directory, and a sub-directory "info" under the root diyector

The sub-directory "info" holds e-services.txt, cell_providerName c&E¥ame.txt and
cell_servletAddress.txt files. In addition, the adapter will gaeesab-directories for
each categorized e-service and group all the row_column_request.txt and
row_column_query.txt files of that particular categorized e-servimder the
corresponding sub-directory. For example, if there are two caedore-services
"balance" and "loan" contained in Jeks information sheet, two sulmie=ctnamed
"balance” and "loan" will be dynamically created under themfi@rary" directory
respectively. The "balance" directory groups all the row_column_retwiesind
row_column_query.txt files of those cells that contain "balancegreices binders. The
"loan” directory is for "loan" e-services binders.

Transfer Module

This module exploits one of the special e-services for the InfmmBusion framework:
"transfer" e-services. It constructs a SOAP request as simokigure 5.1, and sends it
as a HTTP request to the servlet-based service server.réfeiving the service HTTP
response, the Transfer Module extracts the complete user-skaged SOAP request
and save it into the corresponding row_column_request.txt file. This madkoe
updates cell_providerName_serviceName.txt and cell_servletAddtessfiles
accordingly.

InfoPaste Module

When users "copy and paste” an "e-service binder" component fronsenia@e web
page to a cell in Jeks tool, the InfoPaste sub-module will parsésémeiceURL",
"servicename” and "information” data out and pass them to trasigbemodule. After
the Transfer Module finishes its functions, InfoPaste Module wilatgthe eser-vice.txt
files accordingly, and present the visual e-service binder todlehowing the service
provider name and the service name at the same time.

E-Services Invocation Adapter

There are four modules contained in this adapter: EvaluateE-SeMadule, CheckE-
Service Module, UpdateRequest Module and ServiceStatus Module.

EvaluateE-Services Module
This module provides a scanning facility that can evaluatdaletservices at one time,

reducing lots of users' intervention activities. The eserivceitgt i§ the central
information, which logs all the cells containing "e-services birid&sing through this
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information record, the EvaluateE-Services Module will passdheand column value
of each listed cell to CheckE-Service Module to evaluate eaehvee binder, providing
a visual one-time evaluation effect for users.

CheckE-Service Module

Based on the row and column value passed in, the CheckE-Service Mocidss lthe
corresponding row_column_request.txt file and retrieves the useceséased SOAP
request message and find out the serviceURL in cell_servietAddtdds in the mean
time. Then the CheckE-Service Module sends an HTTP request cogtéiei SOAP
request message to the service server to invoke the e-service.

After receiving the service HHTP response, CheckE-Servicedd&rentiate three
invocation situations and consequently redirect the flow of action, baséueamode
name specified in the SOAP response.

If the node name in response is "mismatchedPara”, that indibatesservice interface
has been changed and users are expected to input more personatiofor@heckE-
Service Module will remember the list of missing paramegatsacted from the SOAP
message and send it to UpdateRequest Module.

If the specified node name in response is "WFQuery", it meanssieis invoking a
long-running e-service and the service server has sent back a ompt&flow SOAP
status query message to facilitate the user to check theesestatus later on. The
workflow SOAP status query message contains a unique transactassighed by the
service. CheckE-Service Module will temporally remember thekflaav SOAP status
guery message to the corresponding row_column_query.txt file anditypkll users
it's a long-running e-service and they can check the serviess statk after a while. If
the e-service has completed immediately, the expected resliltee directly presented
back into the cell.

UpdateRequest Module

After it gets the information from the CheckE-Service Module, thmlateRequest
Module tokenizes the information to get the list of missing parasigtames. It then
prompts the user to input his information one by one and remembergaithef
parameter names and values into a hash table. After colledtitinge anew information,
The UpdateRequest Module will retrieve and parse the old SOAPstagessage to get
old parameters information and appends them to the same hasH i#blé¢pdateRequest
Module will create a SOAP request based on the merging pamamatormation to
invoke the special "updateRequest" e-service. In the situationding sld parameters
are no longer used in the new service interface, it will be emndce responsibility to
filter out the extra parameters and regenerates the usaesbased SOAP request
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message for the user. After UpdateRequest gets the updatedr&quaBt from service
response, it uses this new SOAP request to update the row_column_request.txt file.

ServiceStatus Module

The ServiceStatus Module is responsible for checking a long-runemges status for
users. When the user wants to check whether an already-invokedoe $awifinished or
not, ServiceStatus retrieves the workflow SOAP query messagen fthe
row_column_query.txt file and send a HTTP request to the e-servicer.sé the e-
service is completed, the e-service returns final results toste If the e-service is still
in process, the same workflow SOAP query message is returnecimadaved by the
framework to the row_column_query.txt file again.

SCENARIO ANALYSES

In this section, we will take a look at how the E-Service Basset-Uevel Information

Fusion framework can be used by Kin Lee to construct his pensdoahation sheet. In
the motivation scenario section, we understand either the time-comsumni new

technology involving process Kin Lee has to face when he wantsrieveehis balance
information every time. Based on the same scenario, we willhsedé<in needs only to
perform the trivial manual procedure one time and gets his infanmsheet by using the
Information Fusion framework.

Creating an e-service binder. Kin first goes to the Hong Keeagk web site and fills in
all the required information to get his balance just like heygdwoes. Hong Kong Bank
will return the balance result as well as an "e-service Biratemponent. Kin then uses
the "copy shortcut” function of the web browser to copy down thestige® binder"
component virtually.

Pasting an e-service binder. In the Jeks Excel-like sheetclooses a cell and then
clicks the "InfoPast" item from menu to paste the "e-servinder" virtually to the cell
(Figure 6.1 and Figure 6.2).

Jeks H[=]
m Options  Help
[i= Cut Cirl+3
I Copy Cirl+C
Paste Crl+ B c
L]
2
3
4
5
B 0
7
<l _>l_I

Figure 6.1 Snapshot of the "InfoPaste" menu item
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Figure 6.2 Snapshot of the e-service binder for the Hong Kong Bank's balance ser-vice.

Kin goes to Bank One to go through the similar procedure torgentne corresponding
"e-service binder" for the balance e-service of Bank One in ano#llein Jeks sheet

(Figure 6.3).

Figure 6.3 Snapshot with two "e-services binders"

Defining simple manipulated functions: balance summary. In the Jeks, 36ia can

define a simple sum mathematic function in a cell to inditetethe sum will calculate
results from certain cells. Figure 6.4 shows a sum functionlliiB6ewill calculate sum

of balance in cell A2 and B3.
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Figure 6.4 Snapshot with a predefined sum function

Evaluate all e-services binders. Kin clicks the button, ekxlwid evaluate all the e-
services binders for him. After the evaluation process finishescn re-evaluate the
cell defining the sum function, and the cell will show the baawmmary result (Figure

6.5)

Figure 6.5 After Kin reevaluate the cell defining the sum function.
There are three services invocations situations:

If e-services complete and return immediately, Figure 6.5 shbe/gesulting

shapshot.

If the e-services interface has been changed since Kin "capigdgasted” "e-
services binders" last time, Jeks will pop up textboxes to prétimpto input

more personal information (Figure 6.6). After collecting all theditional

information and communicating with the services providers, Jeksupdlate the
corresponding "e-services binders". Kin can reevaluate the toefjet the proper
results.

Figure 6.6. Snapshot of a popped up textbox for a mismatched situation

If the invoked e-services are long running ones, a pop up messagegamt Kin
about the nature of the services (Figure 6.7, we use an async_halaicgly
represent a long-running one). Kin can click the cell to getxbeution status of
the e-services anytime later on.
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Figure 6.7. Snapshot of a pop up message for a long-running e-service

Conclusion and Future Works

We believe that achieving user-level information integratidmeisoming possible thanks
to the emerging e-services technology. Our E-Service Based-lével Information
Fusion Framework enables end users to construct their own informdusets sthat
integrate multiple autonomous information sources without having to ¢earnderstand
the complexities of the e-services technology themselves.

Early on during our research, we realized that the user ingedf@gign is very critical for
the success of this framework. The framework provides an eapy "aod paste"
function between the builder tools we have implemented and a gbreseler featuring
contents from services providers who use our E-Services Based &lsgrinformation

Fusion Framework.

In the future, there are three considerations for the framedevklopment. The first
consideration is to achieve intelligent information sheets. Wepply events or rules to
an e-service binder, and the events will be triggered automatiuzfibye a user invokes
an e-service. The second consideration is to achieve a more apgdediggand drop”
effect between the builder tool and a general browser. The &hchgirop” will deliver
neat and complete visual transfer effects for "e-services Isthtterend users. The third
consideration is to achieve online accessibility, which is an appregligction to make
the framework more popular and transparent for end users. At thetisameisers will
be guaranteed more freedom to integrate the kinds of personal atifamnthey are
interested on the web sheet. Wrapping the whole frameworkjsas dean component
and embedding it in web pages could be a suit-able way to make our framework online.
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